Abstract. An image encryption scheme using permutation-substitution mechanism at half pixel level is proposed. One round of permutation and one round of substitution achieve desirable results. In the permutation process, the image sized H W × is expanded to one sized 2 H W × . The generalized Arnold map is applied to generate the pseudo-random sequences for the permutation and substitution processes implemented row-by-row/column-by-column instead of pixel-by-pixel to increase the encryption rate. The security and performance of the proposed scheme have been analyzed as well.
Introduction
With the dramatic development of communication technologies and multimedia processing techniques, digital image application and exchange over Internet and wireless networks have become much more prevalent than before. Usually, some digital image information contains private or confidential information and some is associated with financial interests, and consequently the security problems have attracted researchers as well as general public's attentions. Cryptographic approaches are therefore critical for secure image transmission and storage over public networks. It is well-known that traditional encryption algorithms, such as DES, AES, are typically presented for textual information. It has been found that traditional encryption algorithms are not suitable for image encryption due to the intrinsic natures of images like high redundancy and high correlation among pixels [1] . Shannon pointed that confusion and diffusion are two basic techniques to obscure such high redundancy and correlation [2] . The easiest and effective way is to combine the two basic techniques with chaotic systems. Chaotic system possesses several perfect features, such as determinacy, high sensitivity to initial conditions and control parameters, ergodicity, pseudo-randomness, orbit inscrutability, etc. These good chaotic natures agree with the fundamental requirements such as confusion and diffusion in cryptography, and therefore chaotic systems provide a potential candidate for constructing cryptosystems [3] [4] [5] [6] [7] .
Fridrich firstly presented the fundamental permutation-diffusion architecture of chaos-based image encryption in 1998 [3] . Since then, a great number of chaos-based image encryption algorithms have been studied and designed, and the Fridrich's architecture forms the basis of numerous chaos-based image encryption algorithms subsequently proposed. However Wang et al. pointed out that the typical permutation-diffusion architecture with fixed parameters has one fatal flaw, that is, the two processes will become independent if the plain-image is a homogeneous one with identical pixel gray value [8] . Therefore, such a kind of image encryption algorithms have been shown insecure and can be cryptanalyzed by chosen-plaintext or known-plaintext attacks [9] .
In this paper, we propose an image encryption scheme based on generalized Arnold map with permutation-substitution mechanism. Permutation-substitution mechanism has been shown to be one effective mechanism for constructing ciphers [7] . The image encryption scheme proposed here consists of two stages: one permutation and one substitution, and they are performed at half pixel level different from pixel level and bit level. The image sized H W × is expanded to one sized 2 H W × by dividing the plain-image into two parts: one consisting of the higher 4 bits and one consisting of the lower 4 bits. To achieve desirable key sensitivity and plaintext sensitivity, the permutation is designed to be dependent on the plain-image. As a result, the proposed image scheme owns good resistance to known-plaintext and chosen-plaintext attacks. The proposed substitution process is performed row by row and column by column and good diffusion effect is also achieved, showing good resistance against differential analysis. The security and performance analysis of the proposed image encryption are carried out using the histograms, correlation coefficients, information entropy, differential analysis, etc. All the experimental results show that the proposed image encryption scheme is highly secure and owns excellent performance.
The Proposed Image Encryption Scheme
Read a 256 gray-scale level plain-image PI with size H W × , then expand it to a new image P with size 2 H W × and 16 gray-scale level. The plain-image is divided into 2 parts, the higher 4 bits are treated as one part and the lower 4 bits are integrated into the second part shown in Fig. 1 .
Fig.1. The expansion of plain-image
The proposed image encryption scheme is composed of one permutation stage and one substitution stage. The whole image encryption scheme is outlined as follows.
Step 
where ( ) floor x returns the largest integer not larger than x . Truncate the first H elements of IVC and transpose it to get one column vector IVC with H elements. Truncate the first 2W elements of IVR to get one row vector IVR with 2W elements.
Step 2. For simplicity, we still denote ( , )
T T x y as 0 0 ( , ) x y via (1). Another two pseudo-random gray value vectors , SVR SVC to do the substitution are generated by ( ) ( 
Step 3. Perform the permutation stage. Calculate the number of iterations to skip before starting the permutation by ( ) ( P i P j denote the i th row and j th column of matrix 1 P . The resulted cipher-image for plain-image Lena is show in Fig. 2(b) . 
Security Analysis
(i) Correlation coefficient analysis. The adjacent pixels' gray values for one meaningful and nature image vary gradually, and thus each pixel is highly correlated with its adjacent pixels in horizontal, vertical or diagonal direction. An ideal cipher should produce cipher-images with less correlation in the adjacent pixels. We calculate the correlation coefficients for all the pairs of horizontally, vertically and diagonally adjacent pixels in plain and cipher image respectively. The correlation coefficient of the pairs is calculated by the following formulae (
where , i i
x y form the ith pair of horizontally, vertically or diagonally adjacent pixels. The correlation coefficients of horizontally, vertically, diagonally adjacent pixels for plain-images Lena and its corresponding cipher-images are given in Table 1 . It is clear from Table 1 that the proposed image encryption technique significantly reduces the correlation between the adjacent pixels of the plain image. (iii) Differential attack analysis. The differential cryptanalysis of a block cipher is the study of how differences in a plaintext can affect the resultant differences in the ciphertext with the same cipher key. If one minor change in the plain-image will cause significant, random and unpredictable changes in the cipher-image, then the image encryption scheme will resist differential attack efficiently. To test the robustness of image cryptosystems against the differential cryptanalysis, two performance indices, NPCR (number of pixel change rate) and UACI (unified average changing intensity), are usually used to test the effect of 1-bit change in the plain-image on the corresponding cipher-image. For a L -bit gray image with size H W × , if C and C represent two cipher-images, then NPCR and UACI are defined by , , , 
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We randomly choose ten pixels and calculate the NPCR and UACI. The result is shown in Table 2 . 
